da33nHr nporpamMmm Ha A3blke Go

®OopK OpUTMHA/IbHOIO PEeno3nTopus
https://meowgit.nekoea.red/vovuas2003/linux-auth

BeTka anga gpassuHra
https://meowgit.nekoea.red/vovuas2003/linux-auth/src/branch/fuzz


https://meowgit.nekoea.red/vovuas2003/linux-auth
https://meowgit.nekoea.red/vovuas2003/linux-auth/src/branch/fuzz

[1naH:

1. YaaBwmnmica HaTUBHbIA pas33vHr PYHKUMK ayTEHTUUKALNN.
2. YpaBwuniics blackbox pa33nHr yepes AFL++,

3. HeygauHble NOMbITKA 3anyCTUTb APYyrne MHCTPYMEHTDI.

4. "torw.
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GO HaTMBHO noaaepxmeaet ha33nHr ¢ Bepcun 1.18 (NpoekT HanucaH Ha 1.23, nocne c6opku Ha Debian 13 Bepcus aBTomaTnyeckm
nogHanace Ao 1.24). HyxHO HanucaTb OTAeNbHYK (OYHKUMIO An1a pas3uHra, no mMoTMBaMm KOAa OPUTMHASIbHOW MporpaMmmbl Gblna
HanucaHa (OyHKUNS NPOBEPKM ayTeHTUdMKaLMKn (He cunTasa bopMbl BBOAA AaHHbIX, MNOMHbIM NaviniainH ¢ noxogom B 6/).

package myfuzz

o 3anyck (passuHra C nocnefyrowmm cO0poM MOKPbITUS.
Festne Bpemss Ana npumepa 3a4aHo 5 MUHYT, orpaHuyeHve Ha
"Linux-auth/internal/auth” €OQNHCTBEHHbIN MOTOK K3-3a SQLite (MHaye wmorna ObITb
oot i L owmnbka database is locked). CKOpoCTb — HecKosibko (2-3)

’ TbICAY 3aMyCKOB B CEKYHAY.

func FuzzAuth(f *testing.F) {

err := db.Init("test_data.db") 1
if err != npil { 2
f.Fatalf("DB init error: %", err) 3 cp ../data‘users.db test_data.db
}
f.Cleanup(func() {

4
5 go test -fuzz=FuzzAuth -fuzztime=5m --parallel=1
db.Close() &

go test -run=FuzzAuth -coverprofile=cover.out -coverpkg=../... | tee cover.txt

h

f.Add("admin", "admini23") // right admin
f.Add("userl”, "passwordl") // right user
f.Add("admin", "“admin") // g
T.Add("user", "password") .
f.Add("", "") // blank test

Y[06HbIi NPOCMOTP NOKPLITUS B Gpay3epe.

f.Fuzz(func(t *testing.T, username string, password string) {

ok, err := auth.Authenticate(username, password) _'i_ I | |:| 1T |:|a Z N
if err != pil {
t.Errorf("For username %g and password %g error: %v", username, password, err) 2
1
if ok {
if (username == "admin" && password == "admin123") || (username == "userl1" && password == "passwordl") { 3 gﬂ t|:|-ﬂ|-|_ cover - html:cn'l.fe . ﬂut
return
1
t.Errorf("Unexpected login for username %qg and password %q", username, password)
1

b



T.K. MPUIOXEHME KOHCO/IbHOE, TO yaanochk 3anyctutb blackbox ¢assuHr rotoBoro 6uHapHuka yepes QEMU pexunm AFL++ (ansa atoro
npuwsiock cobpatb AFL++ 13 MCXOAHMKOB), AaHHble nogatoTca Ha stdin. B Takom BapuaHTe npuioXxeHne npoBepseTcs NOSTHOCTbIO Kak
OHO eCTb (BecCb naiinsainH 06paboTkM AaHHbIX OT HaYasia 0 KOHUA), a He TONbKO OTAe bHble (PYHKLUN.

3anyck gpaz3nHra B QEMU pexunme, ana npumepa Ha 5 MuHyT. CKOPOCTb OKOJ/10 6 3anyCKOB B CEKYHAY.
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rw-
rw-
rw-
rw-
rw-

admin
adminl23
userl
passwordl
admin
admin

r--

-
'

r--
r--
r--

password
vovuas@vbox:~/linux-auth/aflfuzzs$

t1 /bindbash

mkdir -p data

cp ../datafusers.db ./data‘users.db

mkdir -p configs
cp ../configs/config.toml ./ configs/config.toml

mkdir -p fuzz_out

arl-fuzz -V §({

vovuas vovuas
vovuas vowvuas
vovuas vovuas
vovuas vovuas
vovuas vovuas

Wwwww

EDl
ot

2 May
15 May
16 May
12 May
14 May

vovuas@vbox:~/linux-auth/aflfuzzs$ 1s
total 20
- rw-
-rw-
-rw-
- rw-
- rw-

oo O v

6

-1

11:
11:

11

11:
11:

-Q -i fuzz_in -o fuzz_out -- ../ build/release/authapp

fuzz _in/

20 blank
18 right_
:19 right_
19 wrong .
19 wrong
vovuas@vbox:~/linux-auth/aflfuzz$ cat fuzz in/*

test.txt
admin. txt
user.txt
admin. txt
user.txt

HauanbHble aaHHble ans dassnHra.



Takxe 6bINM NpeAnpPUHATLI NOMbITKX (HeyAaUHbIe):

— 3actaButb AFL++ paboTtaTtb He B blackbox pexume, a B cBs3ke ¢ gccgo. Bo3mMoXHO 310 BOO6GLLE
[laxke B TeOpUn He AO/HKHO ObI10 3apaboTaTb, /MO0 A He Hallén npaBu/bHOro criocoba NoAMEHUTb
KOMMUAATOP.

— 3anyctutb yTUnnMTy go-fuzz, kotopas cyuiectsosasia 40 AobasneHna B Go HaTtMBHOro hassuHra. B
OT/INYMe OT HaTMBHOro passunHra, B (PyHKUMIO HeNnb3da nepepartb, Hanpumep, 2 CTPOKU, a MOXHO
TOMbKO Maccus 6anT (NpuAETCAa camoMmy pasfenuTb Ha 2 CTPOKM). HOo ycTaHOBKa no oduumaibHOn
NHCTPYKUUKM 13 readme He paboTaeT no npuymHe golang.org/x/tools@v0.44.0 requires go >= 1.25.0
(running go 1.24.4).

— Wcnonb3oBaTb golang-fuzz. Kak okasanock, 310 06EpTka Ans nepesoga 1 dpopmara dpa33nHr TeCToB
B 4 Apyrnx u 3anyck rotoBbIX pa33epoB, KOTOpble MnogpasymeBaeTcHd 3apaHee ycTaHOBUTL. dopmar
BXOAHbIX AaHHbIX O1A OYHKUUM pa33nHra Takonm Xe, Kak B go-fuzz. Kpome HatMBHOro dhassepa
(koTOopbIA A W Tak cAaenas cpasy B HOpMa/sibHOM Buae) noagepxmsaetrca go-fuzz (Tectobl
CreHepupoBa/INCb, a 3anyCTuUTb He MOJly4nu/1I0Cb MO MPUYUHE, ONUCAHHOW B NpeablayLeM MyHKTe),
libfuzzer n afl (TyT gaxe TeCcTbl He CreHeppPoBasINCh).



fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:

fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
fuzz:
PASS
ok

NTorm 6-uacoBoro passuHra (+ B npouecce oT/1afKu CKPpMNTOB TOXE Obl/IN 3aMyCKK)

elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:

elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:
elapsed:

linux-auth/myfuzz

1h49m48s, execs: 18401340 (2312/sec), new interesting: 3 (total: 29)
1h49m51s, execs: 18408474 (2377/sec), new interesting: 3 (total: 29)
1h49m54s, execs: 18415478 (2335/sec), new interesting: 3 (total: 29)
1h49m57s, execs: 18422669 (2397/sec), new interesting: 3 (total: 29)
1h50mes, execs: 18429851 (2394/sec), new interesting: 3 (total: 29)
1h50m3s, execs: 18436279 (2143/sec), new interesting: 3 (total: 29)
1h50m6s, execs: 18442134 (1952/sec), new interesting: 3 (total: 29)
1h50m9s, execs: 18449045 (2303/sec), new interesting: 3 (total: 29)
1h50ml2s, execs: 18456418 (2458/sec), new interesting: 3 (total: 29)
1h50ml5s, execs: 18463253 (2278/sec), new interesting: 3 (total: 29)
1h50m18s, execs: 18469711 (2146/sec), new interesting: 3 (total: 29)
1h50m21s, execs: 18473499 (1266/sec), new interesting: 3 (total: 29)
5h59m39s, execs: 53678374 (2041/sec), new interesting: 3 (total: 29)
5h59m42s, execs: 53685005 (2210/sec), new interesting: 3 (total: 29)
5h59m45s, execs: 53692410 (2469/sec), new interesting: 3 (total: 29)
5h59m48s, execs: 53699822 (2470/sec), new interesting: 3 (total: 29)
5h59m51s, execs: 53707345 (2587/sec), new interesting: 3 (total: 29)
5h59m54s, execs: 53714629 (2428/sec), new interesting: 3 (total: 29)
5h59m57s, execs: 53722523 (2631/sec), new interesting: 3 (total: 29)
6hemes, execs: 53730604 (2693/sec), new interesting: 3 (total: 29)
6h@més, execs: 53730604 (B/sec), new interesting: 3 (total: 29)

21600.083s

vovuas@vhox:~/Llinux-auth/myfuzzs |

PASS

coverage:

ok

linux-auth/myfuzz

HaTuBHbI has3nHr

75.0% of statements 1in
0.030s

A

++4.41a {default} (../build/release/authapp) [explore]
— process timing overall results
run time : @ days, 6 hrs, © min, @ sec cycles done : 2
last new find : @ days, © hrs, ©@ min, 26 sec corpus count : 1818
last saved crash : none seen yet saved crashes : 0
last saved hang : none seen yet saved hangs : 0
I— cycle progress map coverag
now processing : 1718.1 (94.5%) map density : 20.03% / 35.13%
runs timed out : @ (0.00%) count coverage : 5.27 bits/tuple
I— stage progress findings in depth
now trying : havoc favored items : 1187 (65.29%)
stage execs : 1831/5120 (35.76%) new edges on : 1215 (66.83%)
total execs : 137k total crashes : 0 (0 saved)
exec speed : 6.61/sec (zzzz...) total tmouts : 1 (0 saved)
I— fuzzing strategy yields item geametr,
bit flips : 19/267k, 17/267k, 13/267k levels : 12
byte flips : 2/33.4k, 1/33.4k, 0/33.4k pending : 361
arithmetics : 79/112, 24/50, 0/0 pend fav : 27
known ints : 4/8, 8/28, @/0 own finds : 1813
dictionary : ©/0, ©/0, 8/0, 0/0 imported : @
havoc/splice : 1456/80.9k, ©/0@ stability : 39.48%
py/custom/rq : unused, unused, unused, unused
trim/eff : n/a, 99.90% [cpudoo:250%]
— strategy: explore — state: in progress —
+++

Testing aborted programmatically +++

Time limit was reached

[*]
[+]
[+]

Have a nice day!

vovuas@vbox:~/linux-auth/aflfuzz$ |

Writing fuzz out/default/fastresume.bin ...
fastresume.bin successfully written with 10563810 bytes.
| We're done here.

AFL++




NMokpbiTUe HAaTUBHbLIM (pa33uHrom (1 / 3)

linux-auth/internalfauth/auth.go (81.2%) covered

user, err := db.GetUser(username)
if err != nil {
Monb30BaTens He HaWged
return false, nil

if user.Locked

if !utils eck ord(password, user.PasswordHash) {
THPYeM CYETYMK HeyOa4HbiX MoMnbiTOK
err := db.IncrementFail(username)
if err '= nil

const MaxAttempts = 3 // MoxHo nepepaBaTb 4Yepes config.toml
user.FailedAttempts
if user.FailedAttempts >= MaxAttempts

return false, nil

_ = db.ResetFails(username)
return true, nil




NMokpbiTUe HATUBHbLIM (pa33uHrom (2 / 3)

inus-authy inux-auth rnal{db/sglite. covered inux-auth/internal/dbisglite.qr ) covered

{

v err arrar query := ils(
var err errof SELECT id, username, password_hash, failed_attempts, locked query :=
FROM users UPDATE users

database, err = sgl.Open{"sqlite3", path) WHERE username = 7; SET failed attempts = @
if err != nil . ) WHERE username = 7;

row := database.QueryRow(gquery, username)
_+ err := database.Exec(query, username)

var user User return err

if err = database.Ping(); err !'= nil var locked int

err := row.S5can(
Suser.ID,
&user.Username,
&user.PasswordHash,
&user.FailedAttempts,
&locked,

return createTables()

)

{ if err == sgl.ErrNoRows {
. , . return nil, errors.New("nonb3oBaTent HE HaROEH™)
if database != nil { }

_ = database.Close() if err != nil

user.Locked = locked != 0
return &user, nil

{
query :=
CREATE TABLE IF NOT EXISTS users (
id INTEGER PRIMARY KEY AUTOINCREMENT,
username TEXT UNIQUE NOT NULL.
password_hash TEXT NOT NULL,
failed attempts INTEGER DEFAULT @, query :=

locked INTEGER DEFAULT 0 UPDATE users
SET failed_attempts = failed_attempts + 1

WHERE username = 7;

. err := database.Exec(query) _ . _ . .
Tt N _s err := database.Exec{query, username)
return return err




NMokpbiTUe HATUBHbLIM (pa3z3uHrom (3 / 3)

linux-auth/internal/utils/hash.go (100.0%) v

linux-auth/finternalfauth/auth.go (81.2%)

linux-auth/internal/db/sglite.go (70.3%)

linux-auth/finternal/utilsfhash.go (100.094)

{
hash := sha256.Sum256([]byte(password))
return hex.EncodeToString(hash[:])

return HashPassword(password) == hash
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