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HE HY>)KHA MHE BALLA Tb
N1 O HEM Mbl TOBOPM CETIOAHA..

CtaTtbsa 137

Ctatbs 138
CtaTtbs 138.1

Ctatbsa 159.3

CtaTtb4a 1596

CTaTha 242
CtaTtbda 2421

Ctatbsa 272
CTaTtbda 273

CTaTtbha 274
CtaTtbda 274.1

Ctatbsa 274.2
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I DON'T NEED YOUR ST
OR WHAT WE'RE TALKING ABOUT TODAY..

Article 137

Article 138
Article 138.1

Article 159.3
Article 159.6

Article 242
Article 242.1

Article 272
Article 273

Article 274
Article 274.1

Article 274.2




A TNIOTOM..

[ naBa 13 KoAIl

152-93

149-P3

187-P3

236-P3

Mpukas MB/ Poccun ot 29.12.2022 N 1110 "O6 ytBepxaeHun NonoxeHus ob
YnpasneHny nNo opraHmsaymm 60pbbbl C NPOTUBOMPABHLIM MUCMOb30BaHNEM
MHPOPMaLIMOHHO-KOMMYHWKaLVOHHbIX TeXHO10rnw MuHncTepcTBa
BHYTpeHHUX gen Poccuiickonm degepaumin®

[locTaHoBMeHMe [MpaBuTenbcTBa PP 0T 16.03.2009 N 228 (pes. oT 16.11.2023)
"O ®egepanbHOU cnyx6e no Hag3opy B chepe cBA3UN, UHPOPMALMOHHbLIX
TEXHONIOMMA 1 MaCCOBbIX KOMMYHUKaLMA"

Yka3 lpe3ngeHta PP ot 11.08.2003 N 960 (pea. oT 27.02.2023) "Bonpockl
PepepanbHOM cNyXbbl bezonacHocT Poccuiickon ®epepaunin”

Yka3 Tllpe3smgeHta PO ot 05122016 N 646 "O6 yrtBepxaeHUM [JOKTpUHbI
nHbopmaymMoHHoW 6esonacHocTn Poccuninckom @egepaymmn”

[NoctaHoBNeHne [lneHyma BepxoBHoro Cyga P® ot 15122022 N 37 "O
HeKOTOpPbIX BOMpPoOcax cyaebHOW TnMpakTUKM MNO Yro/oBHbIM AesliaM o
npecTynieHnUsx B cdepe KOMMbIHTEPHOM WHPOPMALUK, a TakKe WHbIX
NPecTynieHnsax, COBepLUeHHbIX C WUCNO/Ib30BaHUEM 31eKTPOHHbLIX WAU
NHPOPMALMOHHO-TE/IEKOMMYHWUKALMOHHbIX CeTel, BKI4Yasa ceTb "MIHTepHeT"

N HE TOJ1bKO..
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AND THEN..

. Order of the Ministry of Internal Affairs of the Russian Federation dated
Tltle 13 COde Of 12/29/2022 No. 1110 "On approval of the Regulations on the Department for

= = - the Organization of Combating the Illegal Use of Information and
Ad min IStratlve Communication Technologies of the Ministry of Internal Affairs of the Russian
Federation"
Offenses

Decree of the Government of the Russian Federation dated 03/16/2009 No.
Federal statute 228 (as amended on 11/16/2023) "On the Federal Service for Supervision of
Communications, Information Technology and Mass Communications”
NQ 152_@3 Decree of the President of the Russian Federation dated 08/11/2003 No. 960
(Ed. dated 02/27/2023) "Issues of the Federal Security Service of the Russian
Federal StatUte Federation"

NQ 149‘@3 Decree of the President of the Russian Federation dated 05.12.2016 No. 646
"On approval of the Information Security Doctrine of the Russian Federation®”

Federal statute

Resolution of the Plenum of the Supreme Court of the Russian Federation

N(_) 187_CD3 dated 12/15/2022 No. 37 "On certain issues of judicial practice in criminal
cases of crimes in the field of computer information, as well as other crimes
committed using electronic or information and telecommunication networks,

Federal statute g

including the Internet"

Ne 236-P3

AND NOT ONLY..
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BE/IIKOEMHAS
NATEPKA

degepanbHble CNYX6bl 1 NPAaBOOXPAHUTE/IbHbIE OpPraHbl, KOTOpble
MOryT BaM NOBCTpeYaTbCs Ha NyTu

POCKOMHALA3OP

NcTouHKrKkn ¢oTo: abali.ru, rum.wikipedia.org, cybersportmetaratings.ru, cnews.ru, flant.ru

7/40



THE MAGNIFICENT
FIVE

They are federal services and security agency that will may be see
face to face in your road

POCKOMHALA3OP

Photo Sources: abaliru, rum.wikipedia.org, cybersport.metaratings.ru, cnews.ru, flantru
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600,000

VNbIBAUCS
N TEPMW

400,000
NMHPpopmMaLumoHHaa 6e3omnacHoOCTb -  COCTOSAHWME

3aLUMLLIEHHOCTM NNYHOCTK, 0bLLLeCTBa 1 rocyaapcTBa 300,000

OT BHYTPEHHUX W BHEWHUX MHPOPMALMOHHbIX

yrpo3, npy KOTOPOM obecneymBaroTcs peanm3auus -

KOHCTUTYUMOHHBIX MNpaB ©n cBoboA 4esioBeka W

rpaXkAaHMHa, AOCTOMHblIe KayeCTBO W YpOBEHb

XU3HW TpaxjaH, CyBepeHUTeT, TeppUTopuanbHas OGS0

LIeNOCTHOCTb 7 yCTOuMBOE coynanbHo-

3KOHOMMYeckoe pasBuTue Poccuiickor Pepepauun, L DN o e . 6 o o
060pOHa 1 6e30MacHOCTb rocyaapcTaa’ IR L M S S S I

CTaTUCTMKA NpecTynjeHMIn, COBEPLUEHHbIX C MCMOJIb30BaHNeM MHPOPMaLUNOHHO-
TeNeKOMMYHWKaLUMOHHbIX TEXHOMONMK, a Takke B chepe KOMNboTEPHOU
mHbopmMauum

NCTOYHVKN JAHHBLIX: MBJ P&, YPKOB [.K., CAPK/CSAH AXK. — MPECTYTMHOCTL B CHEPE BbICOKX TEXHONOMMIA: TEHAEHLIW 1 MEPCMNEKTVBbI // BOMPOCHI BE3OMACHOCTU. — 2013, — Ne 2. - C. 160 - 181. DOI: 10.7256/2306-0417.2013.2.608 URL:
HTTPS/INBPUBLISH.COM/LIBRARY_READ_ARTICLE.PHP?ID=608, HTTPS://RG.RU/2017/08/24/IURIJ-CHAJKA-RASSKAZAL-V-BRIKS-O-BORBE-S-INTERNET-PRESTUPNOSTIU.HTML, HTTPS/TASS.RU/PROISSHESTVIYA/5733551 7Y SCLID=LEVHGEEUHG608606542,
HTTPS.//ISAFE.CNEWS.RU/NEWS/TOP/2019-09-27_KIBERPRESTUPNOST_V_ROSSII, HTTPS://CYBERLENINKA RU/ARTICLE/N/K-VOPROSU-O-PRICHINAH-KOMPYUTERNOY-PRESTUPNOSTI-V-ROSSII?YSCLID=LEVJRLJJIBL669717524,
HTTPS://ICYBERLENINKA RU/ARTICLE/N/NEPRAVOMERNYY-DOSTUP-K-KOMPYUTERNQOY-INFORMATSII-DINAMIKA--PRICHINY-ROSTANVIEWER

* CCbI/IKA: YKA3 MPE3VAEHTA Pd OT 05.12.2016 Ne646 "OB YTBEPYAEHVM AOKTPUHbLI MHEOPMALIMIOHHOW BE30MACHOCTW POCCUACKOW SEAEPALIAN" (MPUM. CTUMM3OBAHHOE OMPEAENEHVE IH®OPMALMOHHOW BE3OMACHOCTW)
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600,000

SMILE
AND BE PATIENT

400,000

Cyber security is a state of protection of the

individual, society and the state from internal and e

external information threats, which ensures the

realization of constitutional rights and freedoms of 200,000

man and citizen, decent quality and standard of

living of citizens, sovereignty, territorial integrity and 100,000

sustainable socio-economic development of the

Russian Federation, defense and security of the 5

state* \o)og\ \Qo)q r@é\ng&moo%qpé\ ,1900) qss'\\ qSSQD ,L(,)\co ’L(S\Q)q,oq/o q/&q/

Statistics of crimes committed using information and telecommunication
technologies, as well as in the field of computer information

WNCTOYHVIKW [IAHHBIX: MBA, P&, YPKOB A.K., CAPK/CAH AJK. — MPECTYMHOCTb B CHEPE BbICOKWX TEXHONOMA: TEHAEHLIA I MEPCMEKTYBbI // BOMPOCHI BE3OMACHOCTW, — 2013, —Ne 2. — C. 160 - 181. DOI: 10.7256/2306-0417.2013.2.608 URL:
HTTPS/INBPUBLISH.COM/LIBRARY_READ_ARTICLE.PHP?ID=608, HTTPS://RG.RU/2017/08/24/IURIJ-CHAJKA-RASSKAZAL-V-BRIKS-O-BORBE-S-INTERNET-PRESTUPNOSTIU.HTML, HTTPS/TASS.RU/PROISSHESTVIYA/5733551 7Y SCLID=LEVHGEEUHG608606542,
HTTPS.//ISAFE.CNEWS.RU/NEWS/TOP/2019-09-27_KIBERPRESTUPNOST_V_ROSSII, HTTPS://CYBERLENINKA RU/ARTICLE/N/K-VOPROSU-O-PRICHINAH-KOMPYUTERNOY-PRESTUPNOSTI-V-ROSSII?YSCLID=LEVJRLJJIBL669717524,
HTTPS://ICYBERLENINKA RU/ARTICLE/N/NEPRAVOMERNYY-DOSTUP-K-KOMPYUTERNQOY-INFORMATSII-DINAMIKA--PRICHINY-ROSTANVIEWER

* CCbI/IKA: YKA3 MPE3VAEHTA Pd OT 05.12.2016 Ne646 "OB YTBEPYAEHVM AOKTPUHbLI MHEOPMALIMIOHHOW BE30MACHOCTW POCCUACKOW SEAEPALIAN" (MPUM. CTUMM3OBAHHOE OMPEAENEHVE IH®OPMALMOHHOW BE3OMACHOCTW)

10/40



UHdopmaumnoHHan 6e3onacHocTb,llporpe
St MupoBaHue, dusuka,Python,JIbixkHble roH
I I E y I E KA M Mamunua
| 1 ] |

MoHuBaHoB

OTYyecTBO

HapyLlieHne HeENPUKOCHOBEHHOCTW YaCTHOW XXU3HW

MeTpoBuy

Email pogutens

ponivanov.pa@

PO poauTensa

MoHueaHoB lNeTp AnekcaHapoBUY

TenedoH pogurtens

+792206

lacnopr

1MNKSS

Lkona
PervoH

3aronoBoK
fimano-HeHeLKnit aBTOHOMHbI 0*~**~

3arofloBOK

HdaHHble NO yTe4yKaM NepCoHaNbHbIX OaHHbIX aBTOpPa
pa6OTbi n ero 61M3KUX poaoCTBEHHUKOB
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artek_org.childs

A R I I c L E 1 3 i c R I M I N A L UHdopmaumnoHHas 6esonacHocTb,lMporpe
I N MupoBaHue, dusuka,Python,JIbixkHble roH
‘ :‘ ' I ’E ‘ ,F I H E R l '! ;! ; A GamMunua

MoHuBaHoB

FEDERATION

MeTpoBuy

Email pogutens

. T ﬂ ponivanov.pa@
D O N L E K EEm PO poauTensa

MoHueaHoB lNeTp AnekcaHapoBUY

TenedoH pogutens

Violation of privacy +792206

lacnopr

1MNKSS

Lkona
Peruvox

3aronoBok
fimano-HeHeLKnit aBTOHOMHbI 0*~**~

3aronoBOK

Data on leaks of personal data of the author of the
work and his close relatives

12/40



138 YKP®
B MUPE HA OZIHOTO CHOY/IEHA

CTAJ10 BOJIbLUE

HapyweHne  TalHbl  nepenucky, Tene@oHHbIX
NeperoBOpoOB, MOYTOBbLIX, TenerpadHbIX WAN WHbIX
coobLueHnm

13/40



ARTICLE 158 CRIMINAL CODE
OF THE RUSSIAN FEDERATION

THERE 1S ONE MORE
SNOWDEN IN THE
WORLD

Violation of the secrecy of correspondence,
telephone conversations, postal, telegraphic or other
communications




138.1 YKP®P
KAK TEBE TAKOE
AIF'EHT KbHO?!

He3akOHHbIN 000pPOT cCneymanbHbIX TeXHUYECKUX

CpeacTB, nMpegHa3sHauyeHHbIX  ANA  HernacHoro
noayyeHVs MHGoOpMaLnK

15/40



ARTICLE 158.1 CRIMINAL
CODE OF THE RUSSIAN
FEDERATION

HOW DO YOU LIKE THIS Q7!

Illegal trafficking of special technical means
designed to secretly obtain information




159.3 YKP®
BAC BECTTOKOWNT CJTYXXBA

BbE3OIACHOCTW BAHKA

MOLLUEHHNYECTBO C WCMOJIb30BAHMEM 3NEKTPOHHbIX
CpeAcTB naaTexa

) " 4 " AEEEEE -

B
o o~

\

®oTo: AnekcaHap lNoHnBaHoB 17/40



ARTICLE 159.53 CRIMINAL
CODE OF THE RUSSIAN
FEDERATION

ARE YOU WORRIED ABOUT
THE BANK'S SECURITY
SERVICE

Fraud using electronic means of payment

Photo by Alex Ponivanov
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159.6 YKP®P
bOTbIBOTbIBOTDbI

MoLLueHHNYecTBOo B chepe KOMMNbHOTEPHOW
MHPOpMaLnIn

J

NcTouHKUK doTo: fotovas.ru 19/40



ARTICLE 159.6 CRIMINAI [w])
CODE OF THE RUSSIAN
FEDERATION

BOTSBOTSBOTS

Fraud in the field of computer information

@

Photo Source: fotovas.ru
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242 YKP®D 242.1 YKP® N NNHbIE HE
COBCEM NHPOPMALIMOHHbLIE COCTABDI

bE3 KOMMEHTAPWEB

149 © 19729 MopenuTbca &

CKP He cHANn 06BUHEHuMU C
pa3pab6otuuka Kate Mobile,
HO Cy OTMEeHUN apecT

ABTOpP MOOMJIBHOTrO NIPUJIOKeHUS U3 Ilepmu

oOBUHSAETCS B COBE pLIEHUH Ha CUJIbCTBEHHBIX
NeiiCTBHH B OTHOIIeHUH pebeHKa. K HeMy clecTBHe

npuBel [P-agpec npokcu-cepBepa, 4epe3 KOTOPBIN K
COLICeTH IMOJKII0YAITCA I10Ib30BaTeIH MPHUI0MKEeHHA.

Mepmb, 30 aek 2019,10:13 @ 48370  Mopenutecs A
CKP npusHan
HEe3aKOHHOCTb
npecnepoBaHus nepMmsaKa - egop BAacos

pa3paboruuka Kate Mobile /cTounvK doTo: fedpressru
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ARTICLE 242 CRIMINAL CODE OF THE ®

RUSSIAN FEDERATION AND OTHER
NON-INFORMATIONAL

COMPOSITIONS CYBERCRIME

NO COMMENT..




272 YKP®
[E 2 3A YTO?

HenpaBomMepHbI  AOCTYM K  KOMMNbHTEPHOW
MHOopMaL N

®oTo: AnekcaHap lNoHnBaHoB



ARTICLE 272 CRIMINAL

CODE OF THE RUSSIAN
FEDERATION

WHERE AM 1I? FOR WHAT?

Unauthorized access to computer information

[=],2 l"'n
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MAWHWHI HA OBbEKTE
ATOMHOW MPOMbILUNEHHOCTI

NTOI: 3Ir04A 3 MECALIA CO LUTPADPOM B PASMEPE 200 000 PYB/IEV C TNMLLIEHNEM
[MTPABA SAHUMATBCA OINMPEAENEHHOW AEATE/TIBHOCTBEHO B COEPE KOMITBHOTEPHOMU
MHDPOPMALNA, MHOPOPMALMNOHHBLIX CUCTEM N TEXHOJIOTI HA CPOK 2 TOJA C

OTBbIBAHVEM HAKASAHWA B BUAE JINWUEHWA CBOBOAbLI B MCTTPABUTESIBHOW
KOJIOHW OBLLEIO PEXXMMA

25/40



MINING AT A NUCLEAR
INDUSTRY FACILITY

RESULT: 3 YEARS 3 MONTHS WITH A FINE OF 200,000 RUBLES WITH DEPRIVATION OF
THE RIGHT TO ENGAGE IN CERTAIN ACTIVITIES IN THE FIELD OF COMPUTER
INFORMATION, INFORMATION SYSTEMS AND TECHNOLOGIES FOR A PERIOD OF 2
YEARS WITH SERVING A SENTENCE OF IMPRISONMENT IN A CORRECTIONAL COLONY

OF GENERAL REGIME

Photo Source: strana-rosatom.ru 26/40



273 YKP®D
MPOAO/IKAEM

[TOI'PYXEHWE..

Co3gaHue, WUCMONb30BaHME U pPacnpocTpaHeHue
BPeAOHOCHbIX KOMMbIOTEPHbIX MPOrpamMm

®oTo: Anekcanap NoHmeaHoB. NprmedaHue: YIK - obuwenpuHATOe B HaYy4YHON cpefe CoKpalleHre oT YrofloBHO-npoLueccyanbHbi Kogekc Poccunckon ®epepaymn.
N306paxeHne noguyépkmnBaeT 06583aHHOCTb COBN0A4aTh U YBaXaTbk 3aKOHOAATENbCTBO Poccniickon Pegepaumn

27/40



ARTICLE 273 CRIMINAL
CODE OF THE RUSSIAN
FEDERATION

WE CONTINUE THE DIVE..

Creation, use and distribution of malicious computer programs

Photo by Alex Ponivanov. Note: The YI1K is a generally accepted abbreviation in the scientific community for the Criminal Procedure Code of the Russian Federation.

The image highlights the obligation to comply with and respect the legislation of the Russian Federation 2849



SAYEM MNMOJIES
B ASDPOINOPT?!

CKA3 O TOM, KAK B TMTPUTOBOPE MOT'YT
COAEPXATbBECAH BPEAHDBIE COBETbI

«Haxoasacb Ha cBoeM paboyem mecTe B KabuHete
oTAena no WMHPOPMAUMOHHBLIM TEXHONOrMAM W
CBA3M B 34aHUN «AspornopT [OopHO-ANTanCK»
MCMNO/Ib30Ba/l  KOMMbKOTEPHYK MporpaMmmy c
HauMeHoBaHMeM «Tcp port Scanner» Bepcuu
15.0.0, 3aBefjOMO ANA Hero npegHasHayeHHYHo
0 HeCaHKUMOHMPOBAHHOIO  6/1I0KMPOBaHUA
KOMMbOTEPHOW MHPOPMALUN..»

NcTouHmK doTo: StrumAvia/MaksimChegodaev




WHY DID YOU GO
TO THE AIRPORT?!

A TALE ABOUT HOW A SENTENCE CAN CONTAIN
HARMFUL ADVICE

"While at his workplace in the office of the
Information Technology and Communications
Department in the Gorno-Altaysk Airport
building, he used a computer program named
Tcp port Scanner version 15.0.0, which was
obviously intended for him to block computer
information without authorization.."

Photo Source: StrumAvia/MaksimChegodaev




274 YKPP
KOl 4A 3A BAMW TTPULLJIN..

HapylleHMe npaBuA 3KCNayaTauun CPeACTB XpaHeHWUs, 06paboTku
NN Nepesavyn KOMMbKTEPHOW MHGOPMaALUM N NHPOPMALMOHHO -
Te/IeKOMMYHUKALMOHHbIX CeTel

®oTo: AnekcaHap lNoHnBaHoB 31/40



ARTICLE 274 CRIMINAL
CODE OF THE RUSSIAN
FEDERATION

WHEN THEY CAME FOR YOU..

Violation of the rules of operation of storage, processing or
transmission of computer information and information and
telecommunication networks

Photo by Alex Ponivanov



A )KE HE XAKEP :)
KOBAPCTBO

XEHLLH, MOPOW,
HE 3HAET rPAHNLL

HarnagHblt npmmep, 4to 28 rnaBa YK moxet
ObITb He TONbKO «Xxakepckom». CoTpyaHULA
6aHKa, NCMoJsIb3ya CBOE C/y>KebHOe NnosioXeHue,
MMes MNpPecTyrnHbi ymblces, O6MaHHbIM MYTEM
noxmtuna 10 OO0 OO0 pybnenm co cyéra
KnneHTa (No o4HOMY 13 3NN3040B)

NcTouHmk poTo: sparklogicru




I'M NOT H4XOR :)
THE TREACHERY OF

WOMEN, SOMETIMES,
KNOWS NO BOUNDS

A good example is that Title 28 of the Criminal Code
can be not only "hacker". An employee of the bank,
using her official position, with criminal intent,
fraudulently stole 10,000,000 rubles from the client's
account (according to one of the episodes)

Photo Source: sparklogic.ru



274.1 YKP®
BCE C/TOXHO... 274MPUM

HenpaBomepHoe BO34eUCTBME HA KPUTUYECKYH
MHPOPMAUMOHHY  MHPpPACTPYKTYpy Poccuinckon
Pesepavy v



ARTICLE 274.1 CRIMINAL [E%¥
CODE OF THE RUSSIAN s
FEDERATION

ITS COMPLICATED..

Unlawful impact on the critical information
infrastructure of the Russian Federation

-




274.2 YKP®
UNTAETCS -

CO 3HAUKOM /1BA!

HapyweHune npaBun LEHTPann3oBaHHOro ynpas/ieHUs
TeXHN4YeCckKMMnM cpeacTBaMmy NPOTUBOLAENCTBUS Yrpo3am
YCTONYNBOCTW, 6e3onacHoOCTU 7 LLe/IOCTHOCTU
OYHKUMOHMPOBaHUA Ha Tepputopun  Poccumnckow
Pegepayvi NTHGOPMALMOHHO-TENEKOMMYHUKALNOHHOW
ceTn "MIHTepHeT" 1 CeTu CBA3K 06LLero nosib30BaHNS

37/40



ARTICLE 274.2
CRIMINAL CODE OF THE
RUSSIAN FEDERATION

Violation of the rules of centralized management of
technical means to counter threats to the stability,
security and integrity of the functioning of the Internet
information and telecommunications network and the
public communication network on the territory of the
Russian Federation

38/40
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