OTW web-security: Natas ‘

CrtapTtoBasa uHdopmauyus

Natas teaches the basics of serverside web-security.

Each level of natas consists of its own website located at
http://natasX.natas.labs.overthewire.org, where X is the level number. There is
no SSH login. To access a level, enter the username for that level (e.g. natasO

for level 0) and its password.

Each level has access to the password of the next level. Your job is to somehow
obtain that next password and level up. All passwords are also stored In
letc/natas_webpass/. E.g. the password for natas5 is stored in the file
/etc/natas_webpass/natas5 and only readable by natas4 and natasb.



Natas 2

NATAS2 Ha npeablayumx ypoBHAX
MOXXHO ObI/10 HAUTW NapPo/ib,
He nokuaasi CTpaHuLy, HO

30€eCb HaM FOBOPAT, YTO Ha
CTpaHnue HM4Yero Het

There is nothing on this page

<html>
» <head> & </head>
w <body>
<hl=natas2</hl>
» <div id="content">
::before
There is nothing on this page
<img src="files/pixel.png"> —_— HO UTO-TO BCEe e eCTbl!

c:after

<fdiv>



Natas 2

,D'aBal‘/JlTe ﬂepeﬁp,eM MO CCblJIKe O & natas2.natas.labs.overthewire.org/files/pixel.png ¥
OTNUYHO, KpacuBbIn NUKCesb!

Ho, BO3MOXHO, Mbl CMOXXeM nonacTb B /files

- C O & natas2.natas.labs.overthewire.org/files/ ¥

HeocTOpOXHbIN agMUH HE 3aKpbis
Index of /files [0CTYN K ANPEKTOPUSAM, 1N Mbl HaLLIV
HaLl naposns!

Name Last modified Size Description

910 ataka Path Traversal[1]

43 Parent Directory
pixel.png 2023-10-05 06:15 303
users.txt 2023-10-05 06:15 145



https://owasp.org/www-community/attacks/Path_Traversal

Natas 3

Let’s go to the next Ivl!

Ha cTpaHuLe Bce elle HNYEro HET, a elle HaMm roBOPST, YTO yTeuek
OO0/bLLUE HET, U AaXXe ryr/1 He HaUOEeT NX, YTO Xe 3TO 3HaUUT?...

<« - C O @& natas3.natas.labs.overthewire.org w Q

NATAS3

G‘ Inspector Console [ Debugger ‘N, Metwork
P 99

{} Style Editor () Performance
Q search HTML +
w <ULV LU= CUNLENL” * |[OVETT.LiowW)
: tbefore
There is nothing on this page

.

<l--No more information leaks!! Not even Google will find it this time...-->

html > body



Natas 3; robots.txt file

dainn robots.txt npeactaBnseTr coboil HAabop MHCTPYKUUIA ANA 60TOB. ITOT dhans
BK/IIOYEH B MCXoAHble doainsibl 60/MblUMHCTBA Beb-canTtoB. dannbl robots.txt B
OCHOBHOM npeAHasHayeHbl A9 YynpasBneHua AOencTBuMaAMM “Xopowmnx” 60TOB,
Taknx Kak web crawlers, nockonbky “nnoxue” 60Tbl BpA4 nvu 6yayTt cnenosartb
NHCTPYKLUNAM.

JTro6or YenoBek uan nporpamma,

aKkTMBHas B IHTepHeTe, byaet

NMETb «user agent» uamu —__> User-agent: 008
Ha3Ha4YeHHoe NMS. Disallow: /
OTOMY areHTy 3anpeLleHo

nocewlarb /it06ble CTpaHULbI

OMeHa > User-agent: SiteAuditBot
Crawl-delay: 1

A 3TOMYy MOXHO BCe, HO C 3anpocamu Allow: /

HEe Yalle, 4HEM pa3 B CEKYHAY



Natas 3

&~ - O O A natas3.natas.labs.overthewire.org/robots.txt o7 lﬂlaBaﬁTe nOCMOTpMM Ha
User-agent: * r()t)()th.t)(t

Disallow: /s3cr3t/

O & natas3.natas.labs.overthewire.org/s3cr3t/ MoykeT ryrnu He CMOr 6b|’

HO Mbl HallJin Hall Napo/ib,
Index of /s3cr3t ypal °

Name Last modified Size Description

& Parent Directory
% users.txt 2023-10-05 06:15 40




Natas 4

Access disallowed. You are visiting from """ while authorized
users should come only from

"http://natas5.natas.labs.overthewire.org/"
Refresh page

Access disallowed. You are visiting from

"http://natas4.natas.labs.overthewire.org/" while authorized users
should come only from

"http://natas5.natas.labs.overthewire.org/"

Refresh page




Natas 4; "Referer"
(a misspelling of Referrer)

3aronosok HTTP-3anpoca Referer conepXut abCconoTHbIN NN YaCTUYHbIN
afipec, C KOToOporo Obls1 3anpoLlieH pecypc. 3aronoBok Referer no3sonser
cepBepy uAeHTUdUUMPOBaTL CCblNalLNecs CTPaHulbl, C KOTOPbIX /14U
nepexoasaT Ha pecypc, Uin rae NCnosb3yTcA 3anpoLleHHble Pecypebl. ITu
NaHHbIE MOXHO WCMNOo/Mb30BaTb A1 aHa/INTUKN, BeOEeHUA >KYPHas0B,
ONTUMMU3NPOBAHHOIO K3LLNPOBAHUA U MHOIOro Apyroro.

Koraa Bbl nepexoguTte MNo ccbinke, Referer cogepXxut agpec CcTpaHulbl, Ha
KOTOpPOW eCTb cchbifnika. Korga Bbl OTnpaB/iseTe 3anpochbl PeCypcoB B APYrou
aoomMeH, Referer cogepXuT agpec CTpaHuubl, KoTopas WCMNosb3yeT
3anpoLLEeHHbIV pecypc.



JIBa myTn

3,4

YcTaHoBUTL curl YCTaHOBUTb

Kakoh Bribe
mwm?l’" paclumpeHve B bpaysep

£r

25 xer 25 xer
CaepiaHHOCTL W GKOHOMHA Mopaxsuoe pasyoxenne
0 DASTYILEAS KHIHL

60 zer
OmepanresLuas passayisa
Iourennas crapoers

Natas 4




Natas 4

~ > curl --help all | grep refer

Hangem Hy>XHY0 onuuio:

-e, --referer <URL> Referrer URL

3anpocum CTpaHuLy ¢ nogMmeHeHHbIM referer, rpenHemMmcs no regexp
"pass”, 1 Naposib Y HacC B pyxax KOHCON!

~ > cUurl -u natas4:tK0cJIbzM41Ts8hbCmzn5Zrd4434fGZQm -e http://natas5.natas.labs.overthewire.org/ http://natas4.natas.labs.overthewire.org/

| grep pass
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 962 100 962 0 0 4473 0 --i-=i-= —=i==i=-= =-=i-=-:-- 4516

<script>var wechallinfo = { "level": "natas4", "pass": “tKUcJIhzM41T58thmzn52r4434fGZQm" hi</script></head>
Access granted. The password for natas5 is Z@NsrtIkJoKALBCL15eqchRN82AuzoD




Natas 5

Mbl B natasb

HeoxunagaHHO HamM roBopAT, YTO
Mbl HE 3a/IOTMIHUINCL, HO BeAb
Mbl clennasin 3TO TOJ/1bKO YTO...

Ko cTpaHuubl HE COA4EPXUT
HNWYero MHTePEeCHOro, Kak obiTb?

« > C

NATASDS

O @A natas5.natas.labs.overthewire.org

Access disallowed. You are not logged in

w




Natas 5; cookies

GET /resource HTTP/1.1
[see ] Host: www.example.com

Browser HTTP/1.1 288 OK

Date: Wed, 21 Oct 2815 87:28:88 GMT
Content-Type: text/html
Connection: close

Set-Cookie: path=/; httponl

<html=>

.. Hi new user!

</html=>
B ——




Natas 5

[laBaniTe NOCMOTPUM Ha KYKW:
«~ = O O & natas5.natas.labs.overthewire.org

NATASS

e {3 inspector [J console

[ Debugger N Network {} Style Editor (D performance {r Memory E Storage
Is E Cache Storage Y Filter Items

+ C
v [ cookies

01 [ - X

Name Value Domain Path Expires / Max-Age  Size HttpOnly | Secure  SameSite  Last Accessed

loggedin | O natas5.natas.labs.ov... |/ Session 9 false false MNone Sat, 20 Apr 2024 2...
http://natas5.natas.labs.overthewire.orc

Kyka loggedin oTBeyaet 3a 10, 3a/1I0TMHUINCL Mbl, U/IN HET.
I3MeHnM 3HayeHue Ha 1, TbikHeM F5, 1, Byasns, naposb Haw!



Natas 6

&« - ¢ QO A natas6.natas.labs.overthe % SN ~ L‘ITO'TO HOBEHbKOEe, HaM
6 npeasiaralor BBECTU HEKOE
NATAS TanHOe 3Ha4yeHune

We dihn SUBMIT Takke MOXXHO NOCMOTPETb
L

TOKEN v
Input secret: MCXO.U'H bl KQ.CII

Submit Query

View sourcecode ﬂ.aBar/’l TE€ MNOCM OTp UM




include "includes/secret.inc”;

if(array_key_exists("submit™, %_POST)) {

if($secret == $_POST['secret']) {

print "Access granted. The password for natas? is <censored>";
}oelse {

print "Wrong secret”;




Natas 6

ALMWH CHOBa COBEPLUWS TY XXe OLLINOKY!

O & natasé6.natas.labs.overthewire.org/includes/secret.inc

G‘ -D- Inspector Console [ Debugger ‘N, Metwork {} Style Editor () Performance :U: Memory

Q search HTML
<|--? $secret = "FOEIUNGHFEEUHOFUOIU"; ?-->




Natas 7

« - C O @& natas7.natas.labs.overthewire.org g

He oveHb cogepxartesnibHo, HO...

Home About

O & natas7.natas.labs.overthewire.org/index.php?page=about wr

Tenepb Ans nepexona

Ha Apyrne cTpaHuLbl Rl
ncnonbsyetca PHP, aTo
AO/HKHO YTO-TO AaTb

this is the about page



Natas 7; index.php

<?php
define("APPLICATION PATH", dirname(__FILE_ _));

$app = new Yaf_Application(APPLICATION_PATH . "/conf/application.ini");

$app->bootstrap() //call bootstrap methods defined in Bootstrap.php
->run();

>




Natas 7

Tak nnin nHaye, Ucnosib3oBaTb He3alW ML EHHOCTb
php-ckpunta 661710 HE CMTOXHO

O & natas7.natas.labs.overthewire.org/index.php?page=/etc/natas webpass/natas8  ¥¥

Home About

a6bZCNYWdKqN5cGP11ZdtPgoiimQQhAB



& > @ O A natas8.natas.labs.overthewire.or ¥¥ Q » 9

NATASS8

[ Oe-To A yXXe 3To Bugen...

SUBMIT

S TOKEN

Input secret:
Submit Query

View sourcecode




Natas 8

$encodedSecret = "3d3d516343746d4d6d6c315669563362" ;

function encodeSecret(%$secret) {
return binZhex(strrev(base64_encode($secret)));

if(array_key_exists("submit", %_POST)) {
if{encodeSecret($_POST['secret']) == $encodedSecret) {

print "Access granted. The password for natas9 is <censored=";
+ else {

print "Wrong secret";

}




Natas 8

return binzhex(strrev(baset4_encode($secret)));

>>> X = int(0x3d3d516343746d4d6d6c315669563362) to_bytes Bo3BpaLlaet

>>> str = str(x.to_bytes(50,byteorder = "little")) 6aiToBoe npeacTaBfieHne
>>> str

"b ' b3ViV11lmMmtCcQ==\\x00\\x00\\x00\\x00\\x00\\x00\ \ AL :
[Mouemy A Bbi6pan “little™?

~ > echo b3V1iV1lmMmtCcQ== > b64.txt [lekoanpyem, Kak Mbl HaQyUYnU/INCb B
~ > base64 -d b64.txt OTW bandit, n yposeHb npoiigeH!

oubWYf2kBq~ > |



Natas 9

&« G O & overthewire.o' QO

NATAS9

i SUBMIT
¥ TOKEN Output:

Find words containing: | | Search <pre>
<?

$kE}! = LU} '";

Output:

View sourcecode if(array_key_exists("needle", $_REQUEST)) {
$key = $_REQUEST["needle"];

if(skey 1= "") {
passthru("grep -i $key dictionary.txt");







Natas 9

NATAS10

A8 SUBMIT
e @all Y-
NP TOKEN

For security reasons, we now filter on certain character

<2 ' Find words containing; | [ Search ]
$kE}’ = mwmnw ;

Output:

if(array_key_exists("needle", $_REQUEST)) {
$key = $_REQUEST["needle”]; View sourcecode

if($key 1= "") {
if(preg_match('/[;|&]/' $key)) {
print "Input contains an illegal character!";
1 else {
passthru("grep -i $key dictionary.txt");







Natas

THE END OF
PRESENTATION
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